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Part 1. Executive Summary

A
This report is primarily concerned with the development and analysis

of a new class of protocols for computer communication networks . The pro-

tocols are developed to meet the requirements of a new type of computer
.1

communication network , a radar network, which is now under conceptual devel-

~ oprnent by the Air Force Electronic Systems Division .

1. Characteristics of the Radar Network

The radar network consists of a grid of short-range radars which corn-

municate with each other to share information about target tracks. A possi-

ble configuration of the grid is pictured in Figure 1. A primary purpose

of the network is to allow the radar sites (network nodes) to share track re- J
ports so that each radar site will be able to maintain a complete file of

all target tracks generated anywhere within the network.

~~~ 
In addition to the radar sites, the network will contain command and

0-
control and other specialized nodes. These network nodes will transmit and

receive specialized messages, using the radar network as their communication

medium, even though their messages may not be directly related to the pri-

mary network function of allowing he radar sites to maintain complete files

of target tracks. 
~~ 
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Figure 1. Possible form of radar n e t wo r k .
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ia either d~ recti en 1 and non-reciprocal paths (~aohs over which mess ages
can :ravel in j u l  one direction) for directed message routing.

• A ‘~‘SS s imul ation model of a thirteen node radar network ~as used to deter-
mine the transient characteristics of the new routing protocols while
adapting to various cases of network lamage. These tests indicate that
the new routing algorithms possess varying degrees of adaptability to net- I ’

work damage. Some of the new routing al gorithms here shown to posse ss  t h e
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Each radar site will contain host computers which will , upon sighting

a target, employ sophisticated data processing techniques to generate a

target track. Each radar site will be capable of utilizing the tracks it

generates from its own sightings, together with the target track reports it

receives through the communication network, to update its own track file and

to generate new track reports.

A subset of the radars seeing any given target will form a local group

which will be in charge of tracking that particular target. Members of the

local group share complete information on their detections of their particu-

lar target. When any member of the local group determines that it has infor- 
5 ’

nation indicating a new track report is needed , it generates one and dissemi-

nates it throughout the network . L
The track reports transmitted by the local group members , which are sent

to all other members of the network, are by far the most common members of

a class of transmissions which will be called nondirected messages , since they

are not really directed toward any particular node, and are expected to

disseminate the same information to all nodes.

Some of the track reports sent out by the members of each local group,

as well as the messages sent out by the command and control and other

specialized nodes, will probably be directed messages sent from one particu-

lar node to another. (To ensure the proper operation of the communication

protocols developed as a part of this research , the specialized nodes may

be required to occasionally transmit non-directed messages.)

The types of communication links which will be used between nodes are ’

l ikely to be microwave radio links using narrow-beam antennas. Each corn-

munication link would have separate transmitting and receiving antennas. This

__________________________ ____  ____  
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would provide for bi-directional simplex transmission of messages between

nodes; i.e., the send and receive channels would operate independently of

one another. This impl ies that the two directions of transmission can be

treated independently, since it is entirely possible only one direction will

be operational .

The basic switching technique used will be a form of packet switching. H
Target tracks will be transmitted over the bi-directional simp lex commun i-

cation channels in fixed size data blocks , probabl y approximately 300 bits

in length. Other miscellaneous types of specialized transmissions may use

varying sizes of data blocks , although there is some possibility of fitting

most , if not all , of these into the same size packets.

2. A GPSS Simulation Model of The Radar Network
t.

A GPSS simulation model of the radar network has been written in order

to evaluate the adaptive routing and acknowledgement protocols developed .

The program models a thirteen node network , as shown in Figure 2. Each

node in Figure 2 has been assigned an identifying number. Also , each direc-

tion of each bi-directiona l link has been assigned a unique channel identi-

fication number.

Each node in the thirteen node GPSS network generates both directed and

non-directed messages . The inter-generation times for these two types of

messages are exponentially distributed ,, with per node means of and

respectively. Both the directed and non-directed messages are generated with

their source nodes uniformly distributed throughout the network. The desti-

nat ions for the directed messages are also uniformly distributed throughout

the network.
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Each node receives over the communication lines messages from each of

tts neighbors which ore processed along with the messages the node generates

itself. These messages are hand led in the order in which they arrive , have

the appropriate routing algorithm applied to them , and are queued for trans-

mi ssion over the appropr iat e communication channel.

The communication channels are all’ assumed to have the same capacity,

C. The channel capacity is the number of bits which can he transmitted over

the channel per unit of tine . The time required to transm it a single message

over a single channel is thus equal to its length divided by the channel

capacity.

it is assumed that all the track report messages and the specialized

command and control messages can fit into the some size packet . The length

of this packet , ~~~~~, is approximately 3i,)O hits. ~cknowledgements are assumed

to fit into a smaUer size packet . The length of this packet , ~~~~~ is assumed

to be one tenth of ~~~~~, or approximately 30 bits. Therefore , the t ime ret.~uired “p

to transmit the track reports and specialized command and control messages over

a communication channel is Z.,4~/C, and the time required to transmit acknowledge-

ments across the communication channels is ~~“C~ which is one tenth ~~,‘C.

Routing Protocols Stud ied

Two types of routing algorithms are presented and analyzed in this

section . The first is for routing non-directed messages , and the second for

routing directed messages . The directed message routing algorithms are the

pr imary focus of this research.

The favored routing algorithm for non-directed messages is a form of

flood ing whereby each node which receives a non-directed message relays the

_~~~~
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t ransmiss ion  on to a l l  ne ighbor ing  nodes except  the  one from which the message

came . It is easy to verify that this algorithm will quickl y disseminate such

messages to all nodes to which communication paths exist .

By the nature of the algorithm , flooding adapts instantly to network damage ,

communication link jamming, node additions and deletions , and other changes in

network structure. Flooding requires no knowled ge of the network structure and

requires essentially no processing. It requires some increase in traffic over

that required by so-called ‘optimum ” algorithms lot most lOO~ more traffic

but probably considerabl~’ less), but the advantages listed appear to outweigh

th is consideration . S

A new cl ass of directed message routing algorithms have been developed

to meet the requirements of the radar network. These new algorithms route

messages by storing at each node a table of the current estimate of the tine

required to reach each poss ib le  d e s t i n a t i o n  when leaving via each output

port plus possibly some other information . The table and other stored data

are consulted for each message arriving at the mode , to determime which output

port is the best to route the message to its destination. The message is

then sent out of this port . with these new routing algorithms , the rou t ing

tables are updated with information contained in the incoming non-directed

messages . Since the non-directed messages are routed using flooding, which

has excellent adaptability , it is expected that this adaptability can be re-

flected in the routing tables , making a very reliable algorithm .

Several versions of the new routing algorithms have been developed ,

each with its own performance characteristics. The concepts behind the oper-

ation of each routing algorithm are described below . The performance charac-

teristics 

~~~ 

algor : thm are in section 4.



3. 1 Simple Backward s Learni ng

~ i t h  S imple Backwards Learn ing  I S B L ) ,  each node s t o r e s  a r o u t i n g  t i h i e ,

as shown in Fi gure 5. Each routing table entry , a . ,  is roughly proporti onal

to the  est imated de l ay  when sending a directed message to  node 1w w ay  of

port i . Thus , each column in the routing table corresponds to one of the net-

work nodes and each row corresponds to one of the outgoing ports. For the

simulation model of the network , each node thus stores a routing table w ith

thLrteen columns and two or three rows.

Each column corresponds to one node.

Each row
corresponds a rough e s t i m a t e  of the deLi’ required
to one of the to reach node ~hen the message is I

node ’s ports . sent ou t of port i .

L

Figure 3. SBL routing table.

The routing table entries are updated using information contained ~.n the

fl ooded messages . For this purpose , each flooded message c o n ta i n s . i:~ .iL1d ’~t ion

to the message content , the source node address , S. and an estima te ,

of the time expired in reaching the current node from node S .

Suppose that a flooded message with sourc e  node S arrives at node \ ~‘v ~~~~

o f port P. Node X first checks to see if the received copy is the first corv

of the message. If it is , the node updates its routing table entry for port

P is f o l l ows :

+ k 1 lP~~ (~; - 0p5
’)

~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~ 
.
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where

= the  new estimated delay to node S by way of port P.

the old estimated delay to node S by way of port P.

= the learning constant (0 < k
1 ~ 1).

= the delay experienced by the message in traveling from node S

to node X.

Thus , the new delay estimate , a~5, is a fraction k1 
of the way between the

old estimate , 
~~~ 

and the current estimate , D
~SG. 

Immediately after updating

the entry for port P, the entries for the other ports are increased , thus

causing them to be “forgotten” . This is an essential step to ensure that old

j

routing table entries which are no longer valid because of changes in network

structure do not remain misleadingly small.

After the node has updated its routing tables , it sends the non-directed

message on to each of its neighbors , except the one from which it was received ,

completing the flooding process for that message at node X.

if a second copy of the non-directed message arrives , the node updates

the entry for the port the copy arrived ‘in , using Equation (1). This second

copy does not, however, cause the other routing table entries to forget their

values since the forgetting process was already accomplished by the first

copy of the message. After updating the routing table , the message is then

discarded , since the neighbors have already been sent a copy of it.

Now suppose that a directed message arrives at node X , and is directed

for node D. Node N first checks to see if a copy of the directed message

had ever visited the node previously. If it has , the message is discarded

and (in the simulation runs) a global counter of looping messages is incre-

mented . If it is the first copy of the message, the routing tables are
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c~~ sulted to determ ine the best port(s) t o  send the nessa.~e out f to reach

node D. .\ :~essage is sent out of port M i f

a . or (link out of port i i~ down ) V ij

and ( l i n k  out of port M is up) ( 2 j

Rec iproca l  i~ath Search Al gor i thm

is a basic problem with the ~im p l e  Backwards Learning algorithm in

t :~~it  it  ass~.mes r e c ip r o c i ty  of the message paths . That is , it assumes that

if messages can travel in one direction over a path , they can travel in the

o p p o s i t e  d i r e c t i o n  a l s o .  This  is a f a l s e  assumption when l i n k s  are j ammed ,

m d  auses the algorithm to perform poorly when the network is sub j ected to

~amm ing. ~n order to remedy this problem , information concerning non-recipro-

cal paths must be sent to all nodes in the network , and the nodes must use

this information to construct better routing tables . The problem , then , is

twofold. First , rert~ nent jamming information must be communicated to the

network nodes . Second , adaptation techniques using this information must

be dev eloped .

The Reciprocal Path Search (RPS) al gorithm solves the first problem

by attaching to each non-directed message a “Non-Reciprocal Path rndicator ”

~NRPl) bit. This bit is initially set to zero when the message is originated

at its source node. Then, whenever the non-directed message traverses a

link which is non-reciprocal , i.e., being )ammed , the NRPI is set to one.

~he nodes use the information contained in the NRPI to flood out extra

non-directed messages to search out the reciprocal paths , which can then be

l earned by the routing tables . Only the flooded messages which arrive over
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rec iprocal paths are used to update the tables so that the tables will only

learn the rec iprocal routes . Thus , the routing tables send directed mes ges

over routes which contain only reciprocal paths , avoiding jammed links. This

a l l o w s  the a lgor i thm to perform wel l  even in the presence of jamming as long

as a reciprocal path does exist between all pairs of nodes. This algorithm

does not adapt well to severe cases of jamming in which there are source-

destination node pairs which are connected only by non-reciprocal paths (i.e.,

paths  which  conta in  j ammed l i n k s ) .

3.3. Rapid Reciprocal Path Search Algor i thm

The Rapid Rec iprocal Path Search (RRPS) algorithm is designed to adapt to

cases of j amming more qu ick ly  and comple te ly  than does the  Reciproca l  Path

Sea r ch a l gor i thm . It accompl ishes  th is  by us ing the  NRP I  b i t  a t t ached  to

the non-directed messages to determine when a link has suddenly become non-

reciprocal, and allow the algorithm to utilize alternative routing techniques

to temporarily circumvent the normal process of learning and forgetting the

routing table entries . This results in an algorithm which adapts very quick-

ly.

This a lgor i thm is also desi gned to sense when no reciprocal  path ex is t s

between nodes , and thus it is able to take appropriate measures to ensure

that the message is delivered to its destination even in extreme cases of

network  j amming .

The Rapid Reci procal  Path Search al gor i thm uses three rou t ing  t ab l e s ,

as shown in Figure 4. The Primary Rout ing  tab le  i A  t able) , t h e Se lec t ion

Table  (B t a bl e) , and the Secondary Rout ing  Table (C t ab le ) .

S _ _ _ _ _ _ _
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Primary Routing Table IA table)

When in use 
1

a.. a rough estimate of the delay required to reach node j

L 
~ when port i is used . 

J

S e l e c t i o n  Table  (B t a b l e )

r ~~~ b . = ~~~, use a . for delay estimates .I ~ 1) - I
If b. 0, use c. , for delay estimates.[

Secondary R o u t i n g  Tab le (C t a b l e )

When in use

~~c. = a very rough estimate of the delay required to reach node 1I ‘~ 
j when port i is used . \1 l entries updated onl hv me ssages SL using rec iprocal paths . J

Figure 4. RRPS Algor ithm Routing Tables .
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The Primary Rout ing Table is used mos t ly  when no network damage exists , or

the damage is only reciprocal in nature. It is updated by the first copy of

a message, even when that copy comes in over a non-reciprocal path. The

Selection Table is updated using the NRP I b i t s .  A Selection Table entry of

b.. = 0 indicates that the 
~~ 

entry was last updated by a message which H
had an NRPI = 0 (i.e., the message came in over a r eciprocal path), and is

thus useful for routing directed messages. A value of 
~~ 

= 1 indicates that

the a.. entry was last updated by a message which arrived with am NRPI = 1 ,

and thus signals immediatel y (circumventing the forgetting process) that the

a.. is no longer useful for routing directed messages. When b. . = 1 , the
13 13

algorithm uses the Secondary Routing Table entry , c. . ,  for routing directed
13

messages . The Secondary Routing Table entries are updated only by the extra

flooded messages which are generated to search out the reciprocal paths .  For

any destination node, the algorithm is designed so that the Secondary Routing

Table entries are all equal to each other as we l l  as to the Primary Rout ing

Table entries which correspond to previously unused ports, at the time of

network damaDe. This allows the initial updates of the table entries (by

extra flooded messages which search out reciprocal paths) to quickly indicat e

which port to take to use this reciprocal path. If no reciprocal path exists ,

the fact that a l l  the routing table entries chosen by the Selection Table

are equal indicates that no reciprocal path exists , allow ing the node to

take appropriate action to ensure the message de l ivery . In th i s  case , the

algorithm will flood the directed messages out at the nodes where th i s  con-

dition exists. This flooding is local only , however, since other nodes re-

ceiving copies of the flooded message route them by the same directed message

routing algor ithm , which involves flooding only when no reciprocal path exists.

L.. ~~~ ~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~ - ~~~~~~~~~~~~~~~~~~~~~~~~ 
‘-
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3.4 Reciprocal Path Search ,~l~ orithm with D e l ay  Vectors

l~ach of the p rev ious  a l g o r i t h m s  i~as o n l y  des igned to search out and

use reciprocal paths , i.e., paths over which messages can t r ave l  in both

directions . The Reciprocal Path Search Al gorithm with Delay ~ectOrs (RPSDV)

is des igned not only to search out and use the reciprocal paths , but also to

search out non-rec iprocal paths and use them for routing directed messages.

Th is involves locating non-rec i procal (i.e., jammed ) links which can be used

for  rou t i ng  di rec t ed messages , and d i s s e m i n a t i n g  i n f o r m a t i o n  on these l i n k s

to a l l  the ne twork  nodes so tha t  the’~ can decide if the links are usefu l to

th em for routing purposes . In this way , each node will have in fo rma t ion  on :

a unique path  to a d e s t i n a t i o n  node whenever such a path ex i s t s , rec i procal  or

non-rec iprocal.

For th e purpose of storing i n f o r m a t i o n  on both the  reci procal  and non-

rec iprocal pa ths , each node will maintain two tables , the A table and the

Del ay Vector Table. The A table is the same routing table •-is that used pre-

v i o i i s l v  by the ~eciprocal  P a th  Search a l g o r i t h m  and stores information on re-

cip roca l  paths. It is updated by f looded messages arriving over reci procal

paths .  The Dela  Vec to r  Table is a new table and stores information on non-

rec iprocal paths. It is updated by special non-directed messa~zes called

“delay vec tors. ” These delay vectors disseminate information on particular

non-rec iprocal  l i n k s  throughout the  ne twork , p rov id ing  es t imates  of the  de-

lay required to reach destination nudes v i a  the  non-recipro cal link , as

well as information definin g the 1~1rticu lar non-reciprocal l ink in question.

A t y p i c a l  D e l a y  Vector  Table i s  shown in Figure 3. It has a column for

each destination node , and three rows. I’he first row ’s entry , d , con tainsIn

the d e l ay  e st i m a t e  t o  node n v i a  t h e  n u n - r e c i p r o ca l  l i n k  de f ined  1w t he  d ,
— n 
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The d e l a y  e s t i m a te  to  mode n when the directed nessa~ e v~
ro u te d v i a  t ie 1 i n .  connect i n~ t me i n t e r m e d i a t e  and c rc  a —

t ion nodes .

= rhe in t e r m e d i a t e  node .

d.. = ‘Ih e c r e a tj ) n  node.

Fi gure S. c l ay  Vector Table.
I.

“ 1

I

• Fi gure u .  ~‘on_ rec ip r oc a l  link .

_ _ _ _ _ _ _ _ _  

• ~~‘- -~~~~~~ ‘-._.‘~--~ — -_-- - .  _—. -—- ---_- - - 5 —-— - ~5~
_
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and d _ e n t r i e s . o understand the second and t h i r d  row en t r i c s , co n s i d e r

Figure b which shows a non-reciprocal link connecting nodes \ and B. Node B

is c a l l e d  t he  tn t e r m e d i at e  node ( s i n c e  it is intermedi ate along any pa th

which includes the non-reciprocal link~ , and node \ is c a l l e d  the  creation

node ( s i n c e  i t  creates the de lay  vectors  wh ich  d i s s e m i n a t e  i n fo rma t ion  on

the non-rec iprocal link). The non-reciprocal link is defined as the link

connecting nodes •-\ and B , with the direction of transmission in the direction

from the intermediate node , B , toward the creation node , A . De la y  Vector

Tabl e en t rY d , is used to store the  i d e n t i t y  of the in t e rmed ia te  node , and
-~~~~

entrY d.. is used to s tore  the  i d e n t i ty  of the creation node.

Note  that the Delay Vector Table o n l y  stores a delay estimate to a •

destination node over a p a r t i c u l a r  non-reciprocal iin k , along with the identity

of the nodes which the l ink connects. In order to be able to use this in-

format ion , the node must be ab l e  to de t e rmine  how to reach node B , from whence

a message can be sent across the  l i n k  to node .\ and on to its destination .

The on ly  t ab le  which  the node can use to route messages to node B is  the

A table. Thus, in order to use the Delay Vector Table entries , a node must u se

the •\ table to route the message to node B , and from there over the link and

ultimately to its destination.

When routing a directed message , 5i node consults its A table and its

Delay Vector Table to determine if the message should be routed to its desti-

nation node directly over a reciprocal path (if one exists) or if it should

~e routed to its destination over •i non-reciprocal path (if one exists). If

neither a reciprocal path nor a non-reciprocal path exists to the destination

node , meaning that the node at which the message currently resides i s  com-

pletely disconnected from the destination node , the algorithm senses this 

- -
_

--~~~~ --~ --~~~ ~ -- ~~~~~~~~~~~~~ • 5 ” ~~~~ --
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and simply does not send the message out . None of the previous routing algo-

rithms possess this capability to sense when nodes are disconnected from each

other .

3 .5 Rapid Rec iprocal Path Search Al gorithm with Delay Vectors

This a lgor i thm combines the Rapid Reciprocal Path Search a l g o r i t h m  wi th

the use of delay vectors to create an al gorithm which adapts very quickly

to network damage , yet has the capability to use non-reci procal links for

routing directed messages .

The Rapid Reciprocal Path Search Al gorithm with Delay Vectors (RRPSDV)

stores routing informat ion  in four t a b l e s .  The A , B , and C tables contain

information on reciprocal paths while the Delay Vector Table stores infor-

nation on non-reciprocal paths. The techniques  for  c rea t ing  delay vectors

and using them to update the Delay Vector Tables are exactly the same as

in the Reciprocal Path Search Algorithm with Delay Vectors.

When routing a directed message , a mode consults its A , B , and C

routing tables to determine if the message should be routed over reciprocal

pa ths , and it consults its Delay Vector Table to determine if the message

should be routed over a non-reciprocal path. Preliminary simulation runs

indicated that unless some restrictions are placed upon the use of the Delay

Vec tor Table entries for routing purposes , am excessive amount of looping

occurs , eliminating the quick adaptability which is a prime goal of this

algorithm . The looping problem necessitated that the nodes be allowed to

use the Delay \ector Table entries for routing purposes only when using them

prov ides a clear benefit. Therefore , nodes are prevented from using the

Delay Vector Table entries , even though they indicate a shorter path exists



over a non-reciprocal link , when using them results in sending the message

Out of the same port in which it arrived . In this case , the node falls

back on the use of the A , B , and C tables . This restrict ion makes clear

sense , since allowing a message to be transmitted out of the port in which

it came will result in ping-ponging , and the loss of th e message. The pre-

l iminary simulation runs also indicated that a second modification of pre-

venting a source node for a directed message from using its Delay Vector

Table for routing directed messages further reduced ping-ponging .

If ne ither a reciprocal path nor a non-reciprocal path exists to the

dest ination node, the algor ithm senses this and simply does not send the 
.

‘

~~~

-~e55age Out.

ru e use of the A , B , and C tables for routing messages over rec i p roca l

paths allows the nodes to use the same techni ques as did the RRPS algorithm

to very quickly determine when a link has suddenly become non-reciprocal

(pro bably because of d amming), and thus adapt quickly to this type of net -

work damage.

4. Adaptabilit y Tests of the New Routin g Protocols

tz-~insient s imulation tests were conduc ted on e ac h  of the new routin g

algorithms to determine their performance cha ract eri stics shil e adapting

to three cases of network damage. The first case of network damage has

three of the communication links destroyed so that t ransmissi on is in h ii ’i t e~i

in both directions over them . This is a form of reciprocal damage , since

the damage is the same in both directions over the links. Fim i~ case is shci~n

in Figure ~. The destroyed lin ks Ire omitted from the diagram. Fi gure S

shows the second cast’ of network damage. here the same three links are i ammed



F~~ure ~~~. Three links destroyed .

1)

F m gir e S. Three 1 inks i ammed 

- .— -- - - -- - - - - - ~~~~~~~~~~~~~ ~~~~-_____
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instead of destroyed . Jamming is a form of non-rec iprocal damage whereby

transmission is permitted in one direction over a communication link but

not the other . The direction in which transmission is permitted corresponds

to the direction of the arrowheads in the diagram . The final case, six

links jammed, is shown in Figure 9. This is a very severe case of jamming ,

and many of the node pairs have no reciprocal paths between them .

In order to test the routing protocol’s adaptability to network damage ,

the  s imula to r  br ings the undamaged network up to steady state, disables

the appropriate communication links , and compiles the transient statistics

thereafter . The statistics used here are:

1. The number of directed messages delivered and lost per directed

message sent .

2. The number of loop ing messages per directed message sent.

3. The adjusted directed message delay and non-directed message

delay .

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

• Figure 9. Six links jammed . 
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rh ese  s t a t i s t i c s  a re averaged over a w i n d o w ’ or width 4t~~1.~ for st a t i sti c s

1 and 2 above , and of w idth s~ for 3. hus . an’. ~‘o m t  of the c u r v e s  of

these statistics prov iues am indi cation of the near term p e r f o r m a n c e  of

the routing proto Cols.

some explanation should he made concerning the stat istic conc ernin g

message d e l a y s . The ave rage  d i r ec ted  message d e l a y  is b a s i c a l l y  computed

Fy averag ing the elapsed time between when the directed messa ge is or i g i n a l l

t ransmitted at its source mod e and when it is successfull y receiv ed at it s

d e s t i n a t i o n  node. I h i m s  i s  an average over all directed messa ge tran smnissi o :is.

•\ seakness of the  average d i r e c t e d  message  de l ay  s t a t i s t i c  computed in  this

manner is the fact that only the messages which reach their destinations are

averaged in. Lost messages are not included in the average . The simu lat ion

results have shown that fol iOW~ fl5 network dam age this ave rage  is w e i g ht ed in

favor of those source-Jestinat ion pairs which are close together , resulting

in a m isleadingl y small value for the average delay . In order to compensate

for this , a penalt y for each lost message has been included in the a v e r ag e s

shown here. The size of the penalt y is chosen to he 24 
~~~~~~

,, C~ . i’his new

quantity , the adjusted dire cted messa ge del ay is often a hotter indicator of

the delay performanc e of the r o u t  m ug al gorithms. Lost messag es do not  cause

t h e  same type of problem , however, when acknowled gements  are use~
1 w ith re-

transmissions of messages when no acknowled gement is rece ived . •\ f t e r  one

or several transmissions , each directed message wi l l  eventuall y reach its

Jest :nation , and be included in the avera ge.

FIme values of the various simul ation and routin g algorithm m~arameters

which were used in the transient simulation tests are given in ~
‘able 1.

These parameter values will remain fixed throug hout the transient simulati on

- - - - - - ---- —--—--—~~~~~~~~~~~~~ .------- - — - 5 -
~~~~~~~~ ’-——~~~
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tests of all the routing algorithms , unless otherwise specifically stated .

Table 1. Transient Simulation Parameter Values.

Parame ter Val ue

10.0

300.0

€ - 300.0 •

•~ND

10 .0

4 .1 Three Links Pestroved Case

~. l . l  S imp le  Backwards  Learn ing

Figure 10 is a plot of the directed nessages delivered and lost , per

directed message sent , for the Simple Backwards Learning algorithm . This

plo t shows that immediately following the instant of network damage , a

t emporary condit ion ex i s t s  when messages are lost. This condition lasts

for a period of approx imate ly  St \D . f lur ing t h i s  period , the  rou t ing  t a b l e s

mav e not yet learned the new routes by which flooded messages are now

ar r iv ing  at the nodes . Following the learning period , the simulation

results show that the algorithm has completel y adapted to the new network

configura tion , and no more messages are lost.

Figure 11 is a plot of loop ing messages following the instant of

network damage. A message is considered to have looped if it , or a copy

of it , ever returns to a node. Looping messages are another indicator of
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-ad routing table entries. .-~.s can be seen , the looping is temporary , lasting

only as long as messages are being lost.

Figure 12 is a plot of the adjusted directed message delay and non-

directed message delay , following the instant of network damage. Also in-

c lud ed is a l i n e sh owin g the optimum delay . The optimum delay is computed

h y determining the average minimum path length between all node pairs , and

mu ltip l y i n g  t h i s  average by the tine required for a message to traverse a

single link. The result is a stead y state value of the optimum delay which . 4
excludes queuei n g delays . .-\ consistent  increase itt the directed and non-

directed message delays above this optimum delay is due to network congestion

and to the inability of the routing algorithms to route the messages by the

shortest paths .

he non-directed messages always take the shortest path between nodes.

.\nv d i f f e r e n c e  between the non-directed message delay and the optimum de-

lay is due to network congestion causing queueing delays. Initiall y , the

non-directed message delay takes a j ump f ro m i ts  pre-damage va lue  and then

settles out . The non-directed message delay remains larger than the opti-

mum delay , in d i c a t i n g  the exis tence of a c e r t a i n  amount of ne twork  conges t i on .

•\ny significant difference between the adjusted directed message delay

and the non-directed messa ge delay is due to e i ther  the penalty of 24

~hich is 240 for the values given in Table  1) imposed on the adjusted directe d

message delay for each lost message , or due to messages reaching their desti-

na t ions  by longer than  necessary routes . •\s can be seen , the adjusted

d i rec ted  message de lay  i n i t i a l l y  is much larger than the non-directed message

d e l a y .  This , of course , is due p r i m a r i l y  to t he  los t  messa ges .  How ever ,

once the routing al gorithm has comple t e ly  adar te d  and messa ges  are no l on g e r

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _  - ~~~~~~~~~~



-~~~-- - - - - -

b

.2 •o —~~ ~‘ I ~~
.

z
0

—
k - 2Sn 0.

- o .
~o >~ I

I -
~~

I .E >-
0

o — E I a,
— 5 .  _ c%_J C

I S
.~~ o~~. 

C

~~z o  I
- 

•~~ .~‘

I i  —I I
. 6

I C,

I’ 5;

Is ~ ‘
_~~O~~~ .~~

t

— ‘ 0~ C - .• U)
0. —

‘
SI 

~~. 2 -
~~

_ Q;1 L~J -~

% S%,,
~ )

I I , I 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ I

c
-~~

C,
— — V

~~~~~~~~~~~~~~ ~~
~~
‘a

n

-



em ug low t , t lie J i rec ted messa ge d e l ay  and the non —¼! im- cc ted in’s sage deli ’ .

appear to he essent t all y equa l , indicating t h a t  t h e  r ou t  i mm tab 1 es i re

rout ing the directed messages 1w shortest path s .

The simulat ion results have showii that for the c a s e  of t h r e e  links

destroyed , the Simple Backwards learning i-out ing algor i thin adapts very well . - -

This is primari lv due ta the excel lent a d a p t ah  i 1 i tv o t the flooding i i go -

r ithm b e i n g  r e f l e c t e d  in the rout i rig tab les as the flooded m e s s ag e s  ‘ i - i rig

in i n f o r m a t i o n  on new path s .

1 . 1.2  H t her Rou t in m~ Al gorithms

~he other four rout ing a lgori thnm s the RN , RRP S , R1’Sl~\ • and RRPSPV )

differ from the Simple m ; i c k w a r d s  lea rni ng algorithm pr i m i r i  I in mow the’.

adapt to non—rec iprocal forms of damage , such as i , i m m i n g  . thus , the i r per —

formanc e c h a r a c t e r i s t i c s  w h i  Ic adapt ing to the t h r e e  links destroyed case

differ only slig htl y from the result s just presented fo r  the Simple l~ackwards

Learn ing  a l g o r i t h m , a nd w i l l  not be p r e sen t ed  here .

2 ~h r c e  l inks tm ammed Case

4 - 2. 1 Simp le  Backwards Learn

F gures I ~ and 14 show that for the th ree  links 
-~ ammed case , mes- ;agew

ire bo th lost and looping continuousl y following the network damage . Iii i s

.i direc t result of the inherent assmimmi p t ion  i’’. t me S mm p i e Backwards I earn—

m u c  .i l g o r i  th in  of rec i l ’ r oc it \ of the c e m m u i n m c . i r  m o n  links. hit i s . me

a igor i thm assumes that if t r a n 5 n m r ss i on  I w m ’ocs i hi .’ in one di r e c t  ion over

i link, it is Cosw ible ~~ time o~.m t c ~ di re~ tjop - i l -m o. thus , thc si ’nm ’l.~

U_ ic kwa rds Learning a I or’ m thin does not have the mib i lit v o adap t  o non

-- _____  - - -
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rec iproca l  forms of damage.

4.2.2 Rec iprocal  Path Search Algorithm

The resul ts for the three links j~immed case , using the Reciprocal rath

Search algorithm are shown in Figures 15 , lt~, and 17 . These results differ

dramatically from the results obtained with the Simple Backwards Learning

a l gor i thm.

Figure 15 indicates that following an initial learning period , the

Rec iprocal Path Search algorithm is able to adapt to the link jamming, and

no further messages are lost. This is a result of the algorithm ’s ability

to use extra flooded messages to search out the reciprocal paths and provide

i n fo rma t ion  to the modes so tha t  they can update their tables to learn the

new reciprocal paths .

The adjus ted  directed message de lay  shows an initial period when delay

is very large due to the lost messages , However , even a f t e r  messages are

no longer being lost , the directed message delay remains larger than the non-

directed message delay , indicating that the algorithm is unable to route i ll I
of the direct ed messages over the shor tes t  pa ths , s ince  it utili:es only

reciprocal paths.

4. 2.3 Rapid Rec iprocal Path Search Algorithm

The results for the three links jammed case using the Rapid Reciprocal

Path Search algorithm are contained in Figures IS , 19. and 2H . The ~apid

Reciprocal Path Search algorithm is able to dramatically reduce the numbers

of lost and looping meisages when comp&red to the p~e~ ious al~ oi-i’t~ m .  
- .

Messages are lost for only a period of duration 4€ .-~~. In addition , onl y 
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ibout one th ird as many messages were lost as with the Reciprocal Path Search

al gorithm .

The adjusted directed me s sage del ay shows a gradual rise from its pre-

damage value. No large initial jump, such as that observed with the Recipro-

cal Path Search algorithm , occurs since so few messages are lost. After

the routing tables have adapted , and nessages are no longer being lost , the

directed message delay remains larger than the non-directed message delay .

This indicates  that  some of t ’ -
~ di rected messages  are be ing  routed over sub-

optima l paths.

- L2 . 4  Reciprocal Path  Search A l g o r i t h m  w i t h  Delay Vectors

This al gor i thm sends out the d e l a y  vectors at regular intervals spaced

TDV apart . The results presented here use T
9~. 

= 4t\D) but the case TDV =

is also treated in the de ta i l ed  report .

The results for the three links jammed case using the Reciprocal  Path

Search A lgo r i t hm w i t h  de lay  vectors are given in Figures 21 , 2 , and :3.

These results again show a temporary period when messages are lost and ioop-

i ng .  This  period lasts  for about 12t \.0. When compared to the Reciprocal

Path Search algorithm (without delay vectors), i t  is c l e ar t hat t h e us e of

delay vectors results in an increase in lost and looping messages .

The resul ts  for the directed message delay again show the initial

large value due to lost messages. Following this initial period , however ,

the directed message delay compares favorably w i th the non-directed message

delay .  This indicates  tha t  the directed messages are being routed over

shortest  paths . This is an improvement over the corresponding  r e s u l t s

with the Reciprocal Path Search algorithm . The Reciprocal Path Search 
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algorithm did not use dela y vect 0r7 and r ou t e d  n e ’ s ; l~~oc OI l ! V O\  er r~e P1°~~
4 1

rath s , resultin g in  some In e s s a g e ’  t ak ins : l o n s o r  t h a n  n e c e s sa ry  r ou t  C s  - Vh e

use of d c l i v  v e c t o r S  en a b l e s  the directed ncssas:os 1 ’  be r ou t e d  ‘\ C I  fl~ ’ I I

rec iprocal links and t h us t ai~c the short .5~
.5z t relite’i t o  t h e  do- - I nat i on nodes -

thus , although the use of the delay vector s causes in ea rl y in creise in t h e

nu mber of lost  messa ges  , it a iso ii lows the messa s~os to take im p r o v e d  routes

and t h u s  dec r ea se t h e st ead ~- s t a t e  delay .

4.  ..  ~ ~ap id Rec iproc h~~~’s ’ t thm wi th ~s’l ~~ \ e c i  s ’1~~-

• \ s  w ith the RPSP\ a I gor i th in , the resu I t  s T’rc-~ent ed lor e  is ’ e 1’~~ = t :
The r e s u l t s  for  t h e  three links i ammed C1ISO i- - i i l ~~ he R a i ’ i d  ~~-c l 1~~5~’ .I I

Path I- ea rch a 1 g o t - i thin s it I’i lb I iv  \ I’C t o r s ire 3: iv en n F :uro-~ 2 1 , . S  , and

2~ . Immediatel y fo I ~ow ing network dam aco . the a I ~‘ri hm tnt 1 1 1  lv .~~ ‘oar~
;

to ada pt ve ry  ~uiek1y ~kowever . t t  ha d  soiii e ~I i ff t eal compl et c l~ a d ap t  ng -

w h i c h  is evidenced by the  a d d i t i o n a l mess a~:es b e t  us : lo st a t  t = .2t and

44t\.~ . ~-en w i t h  this trouble in complet ely adapt i ng - t h e  a 1 gor  t h m  ~‘or—

to m c d  Inch t’et t ‘r t o  r th  i c a -~ e of damage t h a n  d i~1 he to e  
~
‘ roe .i i ‘a i ‘~ O. I  rch

a I 4:0 m i  t hm wi t h  Pb 1 av  \ oct or - . 4 11 hon ~h i t d I S !  b e  4 I’IS ‘ 1’  r o me- ;  ~ .4 ‘~ c - . I Ia  1

did the tapi d i t e c i p r o c a l  l’a t i  e i r c h  a lgo r ith n i .

The adjus ted ~I i roe ted ‘ilOs S . 4  ~~~ ‘ do  l i v  ; l t ~ ’s~ - - i - r . i 5 i I l a  1 r so rein i t  s

damage v a l u e .  \~:ll n , there is no 1- i r s : o  t n t  t tal ump ~ince —o ‘i~ nes s , : - s

were lost . he Id iiIstetl di recte~! ne~~s . ; s ’e del ay l o l l  Se t  I I - ‘ i O 0 .4 V i  h i t ’

wh i c i  I Of lO i-a 11 
~ 

1 i r ’  or than t ho non ~1 i i - e c  t ed 11( ’~- - - I :  d o I . ~ • I lTd I C . l  I I I  -~
I i  t t he  lb l i v  V s5c t or 1 .1 ‘Ic ro~ t r jet i O T T  s are t’  re~ cu t in ~: 

;oiin- of t h e  d i  roe od

‘ l i O S S i l O t ’S T OIII tak t u g  shoi ’ t  c~ t r e l i C  ~~~
- - t o  t h e i r  d o - - C m i t  T S ’I1~~ - hs ’t ig l i  ‘ili s s I g s .

ir e  st  11 b e i n g  lost after the 111 1 i i i !  id 1 i i s t m e n t  ‘or t e d , ~s ’ I I r ,  , 1 1 (  t I l t

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _  - - - ~~~~~~~ ‘ ~~~~~~~~~~~~ -
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t h e i r  e f f ec t  on the adiust ed directed message dcli v is not noti ceable.

4.3 Six Links . lamii ied Case

4.3.1 Simple Backwards Learning

Figures 2’ and 28 show the  s i m u l a t i o n  r e s u l t s  for  the  s i x  l i n k s  iam ine d

case using the Simple Backwards Learning al gori thm . \s in the three links

jammed case , large numbers of messages are lost and looping through the dura-

t ion of the t e s t .  ~lanv more messages are  los t  and looping than with t Il e

th r ee  l i n k s  j ammed case , which is expec ted since the damage to the network

is much more severe.

I;- 
~

4 . 3. 2 Rec ipr ocal P a t h  I’earch \~gorithm

rhe results for the six links jammed case are shown ill F i g u r e s  ~~ and

50. Unlike the three links jammed case where a l l  node pa i - s have it least

one reciprocal  path between them , the s i x  l i n k s  j ammed case has severa l node

pairs with only non-reciprocal paths between them . S ince  the  ts .’ci p ro ca l

Path Search al gor i thm depends upon the existence of a reciprocal path be-

tw ee n nodes , i t  is u n a b l e  to adapt  to t h i s  case of d a m a c e .

4.3.3 Rapid Reciprocal Pat -i Search .\l g o r i t h m

The results for the six links jammed case are con ta ined  i n  F i gures  51 ,

52 , and 55. in con t ra s t  to the  ‘Si np Ic Bickw i i-ds l e a r n  i n g  md toe I~i ’roe. i  I

P a t h  Sea rch a l g o r i t h m s , t h e  Rar lid tociproca l Pit h Sea~-ch .i l~:s ’r i  C hm adapted

3 u i c k l v  and c o m p l e t e l y  to  t h i s  severe case ot l a m m i n g .  ~icss . lges  w e r e  l o s t

fo r  o n l y  -i p eriod of St \11 . I h e  a l g o r i t h m  was  a b l e  t o  q u i c k l ~ l o e . i t e  t h e

new r ec ip r oc a l  routes , and to d e temni m iw wh en no r e i  cpro ca 1 pa t I l  C \  1~~~t s b e t w  (‘011
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e l i t  ( I t  1 1 th i ’ l s ) 1 e ’ ~ p e l t s , i ~0. • I C 1 0 sl5~~~i l0 ’ I I ( S S z l C  4 ’ I t  - 0ne side o t l e c t

o t t h  S t b e d  I ft s t ~s O t  .i i a i - g e  amount  e lo op ing occurs -

f tc o~~r r a  t r a f f i c  C I I l S s ’s~ s~ - t h e  d i r e - - t ed nie ssig - i l e e d i n e  5 l o e — i:ei  ~e r i —

O i l s  lv  Cs ) i l t c i  b u t u  to  t h e  n e t w o r k  congest j e l l  since the 111 Sd rect ed cop ie s very

q u i c k l y  p i n g — p o n g , and henc e  i r e  q u i e k l ~- L1j~ ca rded . :lnce 1 CO~~V Ci  t h e  in e s—

- 1 ( 0  reaches a node w h i c h  does  hav e  i rec i p re a I p a t h  t o  t h e  dest i n a t  ion - i t

is  no 1 elis C e r f los sdej  , hut l ’eIi t  eli ou t  1 1 a s I I - ’ b e o il - I t i i s  , t i e  ~1i roe t eli —

tie s sage  i I ~ s’d ing tefld:; to ~c ~L . I  1 in n a t u r e .  • . -

th e rid lusted messi -~e dela y a-~ i in  s h ow s  a ~radua l increase f r o m  its p r - -

d amage v il a -  - \e large ump i s -; eon s nec  there ire so fee 0 st moc sage s  .

L ~i ie  0 he mes s i  ( ‘ 5 a ro no len~ er ~e 1 ng lost . t h e  d i  i-cot eli iiies S I  ~~0 b 1.i e coin— —

t el i-o s v e r v  f i v e  ra b~ 1 v u~ i t h the non -di ccc e l  me :: s~i ~o do I i .  Th t i s ‘i -cause

t i e  fleel i no of the direct ed niess~~~-s t ends to r o u t e  t l i o u i i  ov e r  he s ho r t e s t

paths , and , s i g n i t t c i n t l ~- , w ith this severe case of jammin g , ther e i i e  a t

~i lot 01  . 1 l~~e rni te routes , so the p o ssihi I it \- of their r akin g :111 01 1 i nia I

pa th is lOis -

1 . 5 . 3 P ee ijroeal PI th Se:irL-h \I gorithm ei th P c l ay  V e c t o r - :

\~ a i n .  t he  t - e s i l t s  pre sen t ed hei- e i r e  for  t h e  case  F \ 
i t \ 1 . th e s e

resili tS ire presented in F i g i i i - e :  5-I , 55 , and Se . th e se  resul t s i r e  1

drama t i - c  i m p t - e v e m e n t  0\ or  th e - Rec i s  roe . I 1 Pat h ~o i  r ch  a I . :or it Ia  - S Iii ch does

not iso do1~~v V e c t o r - :  - -~~i thout C h-  U S C  s t  del.i ~ v i - t  ‘r- - o l o o t  e the non-

rec l l s r o c i l  l i n k s , t he p r e v i o u s  ~t l p s ’ i - i t ! u n  i s i S uii i I ’ l’ t o  i~i ; ’ 1 t o  t h e  5 i\  l i n k s

tammed c;ISe and ines- lasCes Iscro lost and I - ‘
~~ 

i i i ~ c en t  i flu e-u s lv  1 C 5’r t i e  d a n i i p o
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57 a

is ab le  to completely adapt to this case of network damage.

Following an initial period of large delay due to lost messages , the

directed message delay becomes essentiall’- equal to the non-directed message

de lay .  This  indica tes  tha t  the  Reciprocal  Path Search A l g o r i t h m  w i t h  Delay

Vectors is able  to route the  messages over the  shortest  pa ths .

in sununary , it is evident that for severe cases of network damage , the

Reciprocal Path Search Algorithm with Delay Vectors is a definite improve-

ment over the Reciprocal Path Search al gorithm , which does not use delay

vectors. Since the use of delay Vectors IS necessary for the Rec iprocal

Path Search algorithm to completel y adapt to sev ere cases of network jamming,

they are an essential addition to the algorithm . 1
4.3.3 Rap id Reciprocal Path Search Al gorithm with Delay Vectors

Aga in , the results presented here are for the case T0~, = 4t
\D~ 

These

results are presented in Figures 37 , 38, and 39. Tl’-ev show an initial period

when messages are lost and looping. A few messages are los t  even a f te r  the

loop ing has ceased , and even whi l e  messages are looping many more are being

los t .  This is a direct resu l t  of the algorithm preventing directed messages

from being flooded out . Since this algorithm has the capability to route

messages over both reciprocal and non-reciprocal paths , the node assumes

that if information on a path is not available then no path exists. This

is a valid conclusion in stead s ta te  and provides  the nodes with the capa-

bility t o  de tec t  wh en they have become disconnected from other netu~erk

nodes , and thus prevents directed messages which have no hope of reaching

their destination from being transmitted and needlessl y congesting the net-

work. It is conceivable that , in some situations , this capabilit y can pre-

L



-

~~~~~

38

p 0
/

C’ ~
-
~~~

-

C C —
\ C

‘ C J C  .
~ 

(ñ

-C

/ -i .E
—~~~ C:

U

-5— 

— -•-• 
- 

~~ .

—5 --—. i C - 
-

‘
-. I -~~~~

I 7 o .
E -

— N—
- Vt

- I C:
c 

- I - - - ‘— _. I ci
— 

‘~~ 
5—

-‘-5 — ---5

‘0 - —
C: -_

0
-~~ 0 c~t I ~~~E ~C 

~ — : -~ I

Sn — Sn
C? Sn Sn 4).= 4 ) C 4 ) >

- ---5- -— — - - -



-5 — :--— —-5- - - ---5

5 1

0
-

0
CO
C)
C.

C

C

C)
C’ - -

-~~~~E cii
-~~

0

‘

a .

~~~~~~~~~~~~~~~ -ci

—
5

C’ - -

—
0 - W I

- .5-~~~~~~~ 0 -

‘0a) -- Sn —

C. -
C

_ c:, LCJ -
~I a~

/ .~~~( . 1 -  Vt

C)

I I

LI.) e-~ — C — -~~~

‘0 - 0

U 4 ) 1

~

— C. —
,_ 0 U) ~~,

-~~~
-

~~~~~~
o

‘0
= ~~~~ C)

4) 50 0)
.= C) 

-~~~ >

- 
— - — - - .~~ - 

- 
-~~~~~~~~~-~~~~~~~~~~~~ —~~~~~ - —~~- - ~~— -~~~~~~~~ -— 5- - -5 -- -----5-----— ~~~~~~~~~~~~~~~~~~



I)
60

‘\~\ 
/ 

-:11 
~ 

H

-
~~~

I -, = - -- F - -—-c 
‘ C?

C —, S

C 1< -O Z O  b I 0 -—
-ci

t 

I J

— -a -. 

—
~

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

H

~ 2 ~ C
0 C? 

-5 ~~~~~~~~~~~~~~~~~~~~



-__ _________________

vent the network from being saturated w i t h  directed messages which should not

be t r ansmi t t ed , and thus a l l ow  the  network to cont inue f u n c t i o n i n g  when it

otherwise wouldn ’t. This feature also slows down the algorithm ’s adaptation

since it takes time for information on the non- rec iproca l  paths to reach a l l

nodes .

The adjusted directed message delay shows an initial period when delay

is much la rger  tha n the non-directed message delay due to the  lost messages . - 

-
A f t e r the a l g o r i t h m  a dj u st s , the di rected message de lay  is e s sen t i al l~- equa l

to the non-directed delay indicating the  di rected messages are being routed

over shortest paths .

5. Combined Routing and Ackno wl ed gement Protocols 
- -

5.1 Reciprocal Path Search Algorithm with Delay Vectors and Acknowl ed geme nt s

End-to-end acknowledgements with retransmission of direc ted mess~i~es

a f t e r  a t ime  out period of T
PA 

were added to the Rec iprocal Path Searc h al go-

rithm with Delay Vectors. The acknowled gements tire assumed to fit in t o  -i

packet of length ~ which is one tenth of 
~~~~

, the packet lenpth for recular

no n-directed and d i rec ted  messages . The acknowledgements  a re c iv en  p r i o r i t y

over a l l  o ther  message types so that they can quickl y reach the directed iucssa ~~e

source nodes , and thus  prevent excess ive  congestion caused by unnecessary re-

transmissions.

Transient simulation tests were conduc t ed s~~ the combined :ickries1ed ~ e-

ment and routing protocol to determine its adaptabilit y to the ease of six-

l i nks j ammed . The s t a t i s t i c s  used to eva lua te  the prot oco l ’s performance 
. -

are as follows: 
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1. The number of directed messages delivered per directed message

originally sent .

. The number of directed message copies (i.e., retransmissions) sent

per directed message originally sent.

3. The number of directed messages looping per directed message

originally sent.

4 . The directed message and non-directed message delays .

Stat is t ics 1, 2 , and 3 are averaged over a window of width and

s ta t i s t ic  4 is averaged over a window of width 8t
ND

. Thus any point on the

curves of these statistics provides an indication of the near term perform-
Iance of the protocol.

For these tests , the GPSS simulation model of the network was improved

b adding noise to the communication links and by more accurately modeling the

jammed links. Noise was added to the communication links by decreasing the :1
probabili ty of a successful transmission over a good communication l ink from

one hundred percent to ninety f ive percent . Inprovement in modeling the j ammed

li nks was accomplished by allowing fifty percent of the messages transmitted

across them to be successfully received . It is expected that even when a

link is being jammed , a significant fraction of the messages will be success-

fu l l y transmitted across it , with the fifty perc~nt fraction used here chosen

to severe ly  test the al go r i thm .

The comb ined routing and acknowled gement protocols were tested in the

six links jammed case with ~~~ 500. Figures 10 , 41 , 4 , 43 , and 44 give

t he  results for this test.

These results show a period immediately following network damage when

message delivery is low and messages loop. Once the routing al gorithm has
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the network damage. Similarly, the statistics on directed message re-

transmissions showed ‘~o iarge peak while the few messages which were origi-

nally lost while the routing tables were adapting, were retransmitted . In

fact, the directed message retransmissions remained extremely low during the

entire simulation run.

The simulation results again indicate the combined routing and acknowledge- 
—

nent al gorithms form a complete protocol which reliably delivers all messages

F to their destinations .

6. Summary

This research has developed a new class of directed message routing algo-

rithms which u t i l i z e  techniques for searching out and using both reciprocal

paths (paths over which messages can travel in either direction) and non-

reciprocal paths (paths over which messages can travel in only one direction).

The particular routing algorithms studied were the Simple Backwards Learning

algorithm , the Reciprocal Path Search algorithm , the Rapid Reciprocal Path

Search algorithm , the Reciprocal Path Search Algorithm with Delay Vectors ,

and the Rapid Reciprocal Path Search Al gorithm with Delay Vectors.

The Simple Backwards Learning algorithm adapts well to reciprocal

forms of damage such as total communication link destruction , but it

adapts very poorly to non-reciprocal forms of damage such as l ink jamming.

The Reciprocal Path Search algori thm was designed to ad ap t  to non-

reciprocal as well as reciprocal forms of damage. This al 4orithm searches

out reciprocal paths which can be used to route directed messages around

the non-reciprocal (jammed) links. The major disadvantage of this algorithm

is that it requires the existence of reciprocal paths between nodes , and



ishenever such paths do not exist , the algorithm f~si1s t o  adapt .

t h e  Rap id Rec ip roca l  Path Search algorithm i s  desi~ ned t o  adapt -ne r o

quick i ’ and more completely than does the Reciprocal Path Search algor ithm .

This al gor ithm also searches out rec iprocal paths which can be used t o  route

directed messages around the non-reci procal links , and it accomplishes th is

much more quickly than does the Reciprocal Path Search al gorithm . In addition ,

this algorithm is able to quickly detect the absence of a reciprocal t ’st h

between nodes and is thus able to deliver directed messages in this Situat ion

by flooding them.

F The Roci procal Path Search .\Igorithm with Delay Vectors is designed to

sea r ch out and use both reciprocal and non-reci procal paths which can be

used for directed message routing . Whenever any path exists between two

- 
I nodes , recipr coal or non- i-ectpro cal . thi s algorithm is able t o  l o c a t e  and

use such a path for directed message routing. This algorithm also has the

a b i l i t y  to detect the absence of -i path between nodes .

The Rapid Reciprocal Path -~oar ch  Al go r i thm ~ it h P e l a v  Vec tors  also

la s  the  c a p a b i l i t y  to locate and use h o t h  reciprocal and non-reciprocal

: ‘i ths  for  d i rec ted  message r o o t i n g ,  tad to d e t e c t  the absence of any path

hettseen nodes.  However , it - s ccomu ’ l i she s  these  t a s k s  g e n e r a l l y more q u i c k l y

than does t h e  Reciproca l  Pith ~t e i r ch U gori thm i s it h  delay ect c l r s .

Fus o o f t h e  rou t ing  al gor~ t hins , the Rapid R e c ip roca l  Path  Search al goritnm

and the  Rec uo ’r ce al  Pa th  ~e a r c h  \ i g o r u t h u t u  w i t h  F l e la y  V e c t o r s , ha v e bee n tested

in con iun ctt n w ith an ackneisl-d : -m~-iut scheme for t h e  case of six links

The es t results indicate h.s t hot  h rout i n g  ~i 1 gor i thms , when corn—

~i ned - -. t ti ick ris’w led gement schemes , form comple t e  ‘r ot o c o  I s  w h i c h  re l i a h l y

id i’.-er messages o~ en is i th  severe network l amming -

5’
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The resul t s  of the  adap tab i l i t y  tes ts  show that  for the  cases of net-

work damage considered in this research , the Rapid Reciprocal d a t h  Search

Algorithm clearly performed the best. However , these cases of network danage

are necessarily limited in scope , and were chos en only to provide a wide range

of conditions under which to test the algorithms . Also , further refinement

of th e algorithms presented could also alter some of the comparisons made in

t h i s  research. I~ith further refinements , the Reciprocal Path Search Algorithm

with Delay Vectors or the Rapid Reciprocal Path Search Algorithm with Delay

Vectors could easily become the preferred algorithm .

-
. Areas For Further Research

‘erforinance tests were conducted in this research on each of five new

routing algorithms . These tests here limited in scope and were desi gned

pr imar i ly  to a ss i s t  in deve loping the new routing algorithms and to analyze

F their qualitative performance characteristics while adapting to a wide range

of network damage. Among the performance character istics of most interest

were whether or not the rout ing algorithms are able to adapt , their speed

of adaptation if they do adapt , and which of the new routing algorithms are

able to route messages over optima l paths. The quantitative results obtained

from the transient performance tests are not very meaning fu l , how eve r . primar-

i l - c  for two reasons. First , the quality of the input data is not good . It

~s not accurate ly  known what the characteristics of the Imp lit traffic i s i l l  be

in an ac tua l radar network. Second , each of the a l g o r i t h m s  w as  t e s t e d  w i t h

only a single simulation run . t i tus , a large amount of confidence should not

be placed in the exact numerical  quan t i t i e s  ob ta ined  in the transient tests.

Since the performance tests made as a p i r t  of this research are limite d



_ _ _ _ _  

r’-~o-
— - —-5——— -- ___________ - - 5— -———— - -—-—----—---- - - - - 5 - - - - -— -- - - — — - 5  ~~~~~~~~~~

in scope , much further research needs to be done on the new routing al g-o -

rithms .

The algorithms have been tested in a thirteen node network. rerformance

tests should also be conducted using a larger network Ia network of fifty or

more nodes is the expected si ze of an actual radar network). rn a larger

network , it is expected that each routing algorithm will possess the same

qualitative characteristics revealed here. However , the size of the net-

work should affect the speed with which each routing al gorithm adapts t o

network damage. A large network will contain both longer paths and more

alternate paths than a small network , increasing the amount of time required

to disseminate information on reciprocal and non-reciprocal paths throughout

t h e  network , thus slowing the routing algorithms ’ adaptability.

The routing algorithms should also be tested using v a r y i n g  va lues  of

k1, k,, and k.. (the learning, forgetting and limiting constants used in up-

dating the routing tables) . The values of these parameters , which largely

remained fixed throughout the performance tests , have a major effect upon

the rate of adaptation of the new routing al gorithms to network damage.

The transient tests on the new rout ing a lgo r i t hms  were a l so conducted

with fixed 
~~ 
(the mean inter-generation t ime for directed messages at each

node) and 
~(D 

(the mean inter-generation time for non-directed messages at

each node) . Further tests should be conducted varying these parameters to

determine the performance of the new r o u t i n g  a l g o r i t h m s  Ilnuer different levels

of network congestion and v a r y i n g  r a t i o s  of d i r e c t e d  and non-directed messages.

Tests also need to be conducted on the new routing al gorithms u s i n g

wide variety of cases of ne twork  damage.  The ad apt ab il it y ot~ eac h nei~ rout-

ing algorithm needs to he evaluated using cases of aet~s oi -k  d am age  which in- 

- - —. 5 - —-~~~~~~~~~~~~
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include destroyed nodes , both destro~-ed and j ammed links together , and

which include source-destination node pairs which are compl etel y disconnected

from each other , a

Finally, many refinements can be made to the routing algorithms . These

refinements could greatl y improve the performance of the new routing algorithms .

particularly the routing algorithms which include delay vectors. Other rout-

ing algorithms worth study should also be developed , using the study here as

a basis.

I. 


